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Programme Rundown

Time Topic Speaker

09:00 - 09:15 Registration

09:15-09:30 Opening Speech Ir Dr Tommy Lo

President of Hong Kong Institution of
Certified Auditors

(Hong Kong)
09:30 - 09:35 Photo taking with speakers
09:35-10:20  EfAFAR1SO 9001 7 FELL
TR EEEARIE « HERMEE CCAABMREZE ~ GBI001#EEA
(China)
10:20- 11:05 Materials Risk Management System of Ir KS Kwan
Housing Authority Chief Structural Engineer,
Hong Kong Housing Authority
(Hong Kong)

11:05-11:25 Tea Break

11:25-12:10 Challenges and Competence of Auditors Ir Dr Tommy Lo

on Risk ManagementAudit President of Hong Kong Institution of
Certified Auditors
(Hong Kong)

12:10-12:30 Discussion and Q & A

12:30 - 14:00 Lunch

14:00 - 14:45 ISO 31000 Risk Management Ir CK Cheung
Requirements for 1SO 9001:2015 from Evaluator, APLAC & PAC
the global perspectives (Hong Kong)

14:45 - 15:30 Latest QMS Certification Statusin Mr Tan Yee Chine
Singapore TIC Group, SPRING Singapore

(Asian Speaker)

15:30 - 15:50 Tea Break

15:50 - 16:35 How to Implement and Enhance Mr Thomas Ma
Risk-based Thinking in PDCA Cycle Former Chief Executive
Castco Certification Services Ltd.
(Hong Kong)

16:35-17:00 Discussion and Q & A
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Ir KS Kwan
Chief Structural Engineer, Hong Kong Housing Authority (Hong Kong)

Materials Risk Management System of Housing Authority

Hong Kong Institution of Certified Auditors
2018 Workshop

1S09001:2015 Challenges and Opportunity for Auditors
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Material Risk Management System
of Housing Authority

Ir. KS Kwan

Chief Structural Engineer/DC
Housing Authority

25 Jan. 2018

Background of Risk Assessment of Building Materials

In response to the Report of the Commission of Inquiry
(CoI) into Excess Lead found in Drinking Water

Recommendation para. 487 (12)

“HA should in consultation with WSD, review all the materials to be
used in the construction of PRH estates.......... "

Recommendation para. 487 (13)

“HA should put in place a robust system to monitor the compliance
of the plumbing installations ........ "

Action Plan
1 Monitoring of All Materials

+ Conduct a comprehensive risk assessment on all building
materials

« Review material control system including
- purchasing
- delivery
- storage
- use of materials effected by main contractors

2 Managing the Risk on Contractors
using materials deviated from the Specification

« Embracing a wider scope which includes but
not limited to plumbing installations

« Making reference to
ISO 31000 : Risk Management — Principles and Guidelines

1SO 31000
Risk Management Model

Risk Identification
Risk Analysis
+ Risk Evaluation

Risk Assessment
+ Risk Treatment

Risk Management

P
Source: BS ISO 31000:2009

Risk Management

Purpose
Manage the risk on contractors using
materials deviated from the Specifications

Risk Identification

Scope of Assessment

HKHA Specification Library 2014 Edition

Specification clauses (.M) on building & engineering materials
used in -

Architectural 1100+ Civil Engineering 200+

Building Services 600+ Geotechnical Engineering 60+

Structural 250+ Soft Landscaping 100+
TOTAL 2300+

Categories of Materials

Materials
Rarely Used Materials
Non-Materials

Round up figures

Categories ::“d.ic:ﬂs .(jv“ - Geotechnical 1L ‘?ﬂ Total
P o0 500 85 100 30 50 1415
el 050 5 5 40 5 20 325

Materials

materias AL 95 160 60 25 40 580
1100 600 250 200 60 110 2320
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Risk Analysis

To work out the Risk Level

Risk Level = x Consequence (L x C)

Frequent 5§

)

g Llikely 4 8

Risk Level

S Possible 3

© —

g Unlikely 2 - X C

2

= Rare 1

1 2 3 4 5

Insignificant ~ Minor Moderate ~ Major  Catastrophic

Consequence C

(magnitude of impact)

Risk Analysis

Aspects

Likely occurrence of the following aspects leading to non-compliance

Assess Likelihood at

1 Financial Benefit pu  different phases
Purchasing p

2 Effort Saving PuU  Delivery d

3 Escape from Checking pdsu Storage Control s

Use of Material u
4 Lack of Awareness/Knowledge p.dsu -.4

5 Lack of Skill/Workmanship s,u
6 Deficiency Record p,d,s,u  measures can be

i effectively applied at the
7 New Material p,d,s,u  particular time location

in the building
construction period

Such that control

Risk Assessment on All Building Materials
Risk Analysis

Consequence of the following Risk Criteria

Assess the consequence (magnitude of impact) of risks

Statutory Non-compliance
Functionality

Safety to workers, users, 3" party, properties
Health to workers, users, public

Project Progress

gaua b~ W N =

Risk Analysis
To Categorize the Risk into Levels

A = Extreme B = Moderate
B split into priority B1 & B2 for stage review

Frequent 5§ 5 10 15

g Likely 4 4 .8 12 16
g Possible 3 3 S 9 12
é Unlikely 2 2 4 6 8
J Rare 1 2 3 4
1 2 3 4 5

Insignificant ~ Minor ~ Moderate =~ Major  Catastrophic

Consequence C

(magnitude of impact)

General PrinCiples applicable to all disciplines

in risk assessment/treatment

1. The risk assessment is based on the normal life cycle
of the individual material

2. The risk assessment is based on known information of
"building materials impact on human health" shown in
the existing Specifications*

3. The extent of consideration of risk is limited to the
immediate associated risk caused by the material
deviation from the Specifications

* SAFETY & HEALTH concerns not explicitly indicated at the Specification (i.e. out of scope of
the specification) but suspected likely to have impact on safety and/or health are assessed
as “Suspected Safety / Health Concerns” and addressed at risk treatment stage 1

Risk Analysis
To work out
Likelihood of Occurrence of Non-compliance
[E——— ety
ol 100 | | i | Stort | “Checking” (SR uackorsn bk Possl Lk Froqunt | overa
n| specitcation | 0%® | "o HEE T | e pezh| 5035 keiood
Secton % O e | e (o] o Fo
e [cous Vs
35 pooRsETs |M0A07| O 5 3 3 3 5 1 25 4| 4
A A A
Step 1  Give rating to each Likelihood aspeﬂ J
Step 2 Add up all the ratings of the 7 Likelihood
aspects
Step 3 Locate the banding of the Overall Likelihood
Overall Likelihood level is the banding number
i1 D
] Likelihood
11 Rare 7-11 i 4
12 Unlikely 12-17 2 | -
]
13 Possible 18-23 3 ]
]
14 Likely 2429 4+ !
I 12
15  Frequent 30-35 5 |
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Risk Analysis
To work out CONSEQUENCE To work out Risk Score/Level
Consequence / Impact on Risk Criteria . O
Risk Score = x Consequence (L x C)
| oo ot (0 | Ui | oo | s | PRI nrser ot custzpne]_oveer =4x5=20
" s sl | scopet | Progs | county 5| ) " || T ) =4Xo=
I~ Risk Level = A
s 5 5 5 | 5 | 5 |25] 5—@
A A
Likeli of O of N
Step1 Give ra}ing to eaclJ Consequence aspect
Add up all the ratings of the 5/Consequence Tito of hecos” . raquer
Step 2 aspecrs ¢ ! | soalnen | 0 | A Cep e ;77 l:l%‘s.l"w:%slj: h;‘%g Fa?qsfﬁm '::E':'
Step 3 Locate the banding of the Overall Consequence
overs ; ; ool s s 3 s | 3 s 12 4 @
¥ Overall
[ ¢ Insignificant 5-8 1
! ! Consequence 5
2 Minor 9-12 2 q | oS sonay O | (W | projct MR R o G fomrek | nu
i : =5 R sl |5 == @ @ @ e e maxas | LoVl
13 Moderate 13-16 3
1 . 1
14 Major 17-20 41 . s | s |5 |5 |25 5 0‘9 A
s Catastrophic 21-25 5 | 13
14

Risk Assessment on All Building Materials
Risk Assessment Worksheet Layout .
Risk Identification + Risk Analysis Rlsk Assessment ReSUH'S
Round up figures
i ol Architectural  Suding ,'CMI', Geotechnical La"f;;fc‘ape Total
anlimi B : : : g - (W 300 100 5 40 10 5 505
. R N P E AR AR = A S R A SIS DA R B 500 40 30 50 10 10 640
| S ot C 300 460 170 110 40 95 1175
?55;3” e, 1 Likelihood Consequence mls(ksf:\r;l 1100 600 250 200 60 110 2320
e ol assessment assessment Remarks
Specification 1 focus on material
Clauses 1
in HKHA Specifications
Library 1 Supplementary
1 Information/Concerns
1 records key considerations
1 in Likelihood and Consequence
1 assessment 15 16
Stakeholders’ Engagement Risk Evaluation & Risk Treatment

. For each material, the following areas are evaluated
1 Commissioned HKQAA (Hong Kong Quality Assurance Agency)

for a gap assessment with ISO 31000 standards while
conducting the risk assessment

on current controls  and proposed enhancements E

2 Partnering with building contractors o & . s £
Contractors’ input on ‘“effort saving”, “lack of - ﬁ § .g \.E \% ©
awareness/knowledge” and “lack of skill/workmanship”, are § g w E E © g E ES S ©
representative views of the industry o 3 £ 5 WE = O 7] 'E wE 9

2 83 < 8 8 8 &

3 Engage other stakeholders e @

including HA members, government departments, trade
CEC i cCcia C Bl C IS C B C = C IEme

associations, institutions, academia, professional service
providers and suppliers etc. to obtain their views

SIT Site Inspection Team
MMO Material Monitoring Officer
C Current Control

E Proposed Enhancement
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Risk Evaluation & Risk Treatment

For each material, the following areas are evaluated on
current controls & proposed enhancements
Based on risk analysis results

Risk Evaluation & Risk Treatment

Focus on purchase, delivery, storage, use

Areas

Evaluate adequacy of ISO 9001 requirement
for the material manufacturers, suppliers

Evaluate adequacy of Product Certificate
requirements for the materials

Evaluate adequacy of site inspection

Include more materials for ISO 9001
accreditation

Include more materials for Product
Certificate requirement

Tighten up site controls

Revise HKHA Specification Library, Technical Guides, Site Inspection procedures

General Approach

Based on results of the risk analysis, focus on purchase, delivery,
storage and use, evaluate the existing control measures, and
determine following treatment actions as necessary -

« Keep Existing control measures if found adequate
» Enhance existing control measures

Purchase Purchase is Contractor’s own strategy, material control at Delivery stage
Evaluate adequacy of submission Add submission requirements to ° Devel()p new control measures
requirements demonstrate compliance with N -
Specifications « Increase frequency of material surveillance check
Delivery Evaluate adequacy of controls during on-site SIT tighten up inspection checks (DASM- . : H
e e el Extenc_i the material survelliance check to cover more
MMO checks all delivery notes materials
C&M tighten up surveillance checks/tests
Storage Evaluate adequacy of storage condition Include more materials for storage * Review and enhance specifications, technical guides,
checkin, condition checkin = = =
] g site inspection procedures
Use Evaluate adequacy of site inspection Tighten up site inspection

Contract requirements
Specifications
Technical guides

Outcome of Risk Treatment

Risk assessment final results will form the basis for
establishing the material control mechanism -

Incorporate into the enhanced quality control
system on material compliance checking and
monitoring which will include updating of

Site inspection procedures

Material Quality Control
System

RISK MANAGEMENT
OF BUILDING MATERIALS
IS A CONTINUOUS PROCESS

* sk ok

Review on an annual basis

Continuously enhance
material quality control system
with stakeholders and experts

Regularly review and maintain
the effectiveness of the system

Thank you

24
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Ir Dr Tommy Lo
President of Hong Kong Institution of Certified Auditors (Hong Kong)

Challenges and Competence of Auditors on Risk Management Audit

Collaborating Organizations

Challenges and Competence of Auditors
On Risk Management Audits

Dr. Tommy Y Lo
President, Hong Kong Institution of Certified Auditors
EE S TR
EREXBVMEE LR

1S09001: Challenges and Opportunity)|

2009 Chief Executive’s Policy Address

Testing and Certification Services was one of the six pillar industries for propelling
Hong Kong towards a knowledge based economy

Brand

“Tested in Hong Kong, Certified
in Hong Kong "

Setting up
Hong Kong Council for Testing and
Certification (HKCTC)

to promote the reputation of
Hong Kong to a very good
standard  throughout the
world;

Four trades are included in the
Development Plan for the testing &
certification Industry

+ Chinese Medicine

- Construction Materials
- Food

- Jewelry

25 January 2018, Regal Riverside Hotel (Hong Kong)
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@ 1S09001: Challenges and Opportunity|

What is an audit ?

o An audit is conducted in accordance with the specified requirements in order
to find out areas of non-conformities for corrections and/or observations for
improvements. [ISO9001, 14001, 22000, product certification scheme]

3rd Party Quality Audit

o Third party audit by a government accredited certification body.

o Generic requirements on QMS applicable for any organizations.

o InHong Kong, all contractors and consultants to be certified to 1ISO 9001.

Technical Audit

o Verify that the building components constructed in accordance with the
approved drawings and specifications

o Approved drawing specify the configuration of the structure, specification
define the materials grade and materials standard

o Construction materials audit is a principal and critical part of the technical
audit.

[ Audit of Certified Products

Product Certification Schemes

1S09001:2015 Challenges and Opportunity for Auditors 3
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1S09001: Challenges and Opportunity|

Product Schemes Auditors (HK)

Auditor: A nominee of the Certification Body appointed to
carry out assessments.

Most of the schemes required Registered IPC or Hong Kong
Institution of Certified Auditors (HKICA) Lead Auditor in
QMS or equivalent.

T Certification of Persons

]

1S09001:2015 Challenges and Opportunity for Auditors 5
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Certification of Persons

ek VPR

FRE AL 4R s
IS0 / IEC 17024 R % s enk &

T Certification of Persons

Background of HKICA Established in 2006

Q A non-profit making organization for Quality Management Auditors

QO Executive Board comprises members from universities, public
authorities, governmental organizations, certification bodies,
management systems consultants in Hong Kong

O meet the ever changing need of these industries and the expectation
of the community; and a bridging function of certification services for
all industrial trades of local, Asian and international enterprises.

QO HKICA provides fair and impartial certification service to 15017024
international standard for Management System auditors and internal
auditors (quality, environmental, occupational health & safety, food
safety, laboratory and other) in affirmation of their competency in
professional skills and knowledge.

* To become a renowned public personnel certification body in the
Asia Pacific Region
» To promote the status of ISO auditors to the public as a profession;

1S09001:2015 Challenges and Opportunity for Auditors v 1S09001:2015 Challenges and Opportunity for Auditors 8
@u Certification of Persons @_A
. i HKICA becomes a Certification Body for Certification of Persons Since 2016
Established in 2006 15017024 : 3¢ Party Impartial Certification for Professionalism Auditor
HKICA Vision

1S09001:2015 Challenges and Opportunity for Auditors 9
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About Hong Kong Institution of Certified Auditors
Certified by CNAS in May 2016

MoU arrangement with CCAA in Sept 2016

Belt and Road

oo o 00 00 oo o o o o=PTestingand Certification

Auditors

HKICA becomes a Certification Body for Certification of Persons Since 2016
1S017024 : 3™ Party Impartial Certification for Professionalism Auditor

IAF

Accreditation Accreditation | | Accred ditation Accreditation Accreditation
Body Body Body Body Body
JAB UKAS CNAS ANAB JAS-ANZ
1| B - Gertiication of CB - Certification CB - Certification | | Same 15017024
: Persons of Persons | € MoU = | of Persons certification status
; JRCA | CCAA HKICA
: T
| | |
Certified 1SO Certified ISO Certified 1SO
Auditors Auditors Auditors

HKICA accredited by HI[E’ﬁTF‘iI”rEE'%:'i‘F’%‘ fit# (CNAS) will have
the same personnel accreditation status with| 1B ZF 2 Tiéfr{(CCAA]
so that Hong Kong auditors may work legally in China Mainland.
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Auditor — adjunct career opportunity for
other Professionals

Auditor is a Professional

Quality Management Auditors is
recognized as one of the 58 Enlisted
Professionals in Mainland

G’ Certification of Persons

Personnel Schemes
150 9001
Fellow Member FHKICA ?*?%FT £1179 150 14001
1SO/IEC17025
Member MHKICA F{ 191 OHSAS 18001
150 22000
150 17024

Membership

Personnel Registration
Registered Lead Auditor 67 Certified Lead Auditor 45
Registered Auditor 32 Certified Auditor 4

Registered Internal Auditor 27 Certified Assistant Auditor 6

@ 1S09001: Challenges and Opportunity|

Organization had risk management framework

Risk owners would be in different position and activities:
* Riskin construction projects included “Political”, “Financial”, “Design”,

“Construction”, “Environmental”, “Legal /Contractual”, “Physical”,
“Economical”, “Technical” and “Operational”.

Audit plan for companies’ risk has to consider impacts on:

* “Brand/Reputation”, “Customers”, “Profit”, “Product Safety”, “People

Safety”, “Business Continuity”, “Product/Service Process”, “Cost of Poor
Quality” and “Business Strategy”.

QMS Quality Manager 39 Certified Internal Auditor 8
Laboratory Manager 7 . . .
v 8 Audit INVOLVE professional knowledge, such as Engineer
EMS Quality Manager 12 (Technical/operational risk based audit)
Welding Inspector 16 Competency
d ficati h Audi * Auditor with professional knowledge/

Product Certification Tech Auditor 18 s Groan e Eneineeringsnd Consirucion *  Professionals with audit knowledge

1S09001:2015 Challenges and Opportunity for Auditors Auditors B 1509001:2015 Challenges and Opportunity for Auditors 16

Competence based Impartial 3" Party
Certification System

Way forwards

Great things happen when the world agree

Professionalism of certification professionals
- competence, impartiality, reliability

A transformation of management strategy

Internal Audit Department

1S09001:2015 Challenges and Opportunity for Auditors
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With the revised standards, there are new requirements for greater
leadership involvement in the management system, which must be evident
not only in the organization’s processes, but in its policies, objectives, and
overarching strategic direction.

An effective Quality Management System cannot be achieved without the
commitment of the organization’s leadership, the revised I1SO standard has
codified this requirement into seven broad areas.

® Responsibility
® Policy WHO leader ? Who know ...difference
5 . .

® Objectives process.'who is more important

P . (responsible) to audit (internal or
ntegraftlon external?) Audit

® Compliance

® Operational Awareness, and Maturity models, not just

® Authorities compliance alone

Organization had risk management framework

Risk owners would be in different position and activities:
« Riskin construction projects included “Political”, “Financial”, “Design”,

“Construction”, “Environmental”, “Legal /Contractual”, “Physical”,
“Economical”, “Technical” and “Operational”.

Audit plan for companies’ risk has to consider impacts on:
« “Brand/Reputation”, “Customers”, “Profit”, “Product Safety”, “People

Safety”, “Business Continuity”, “Product/Service Process”, “Cost of Poor
Quality” and “Business Strategy”.

Audit INVOLVE professional knowledge, such as Engineer

(Technical/operational risk based audit)
Board knowledge input required

* Auditor with strong audit experience
* Professionals with audit knowledge

“Risk Based Auditing - Engineering and Construction””

by

Richard Green (Head of IRCA Technical Services)

Risk of Internal Audit

All ISO based standards require that internal audits be performed
periodically to ensure that the management system complies with
requirements of the respective standard. (Internal Auditor contribute to
risk and opportunity??)
Risk of System
When internal audits follow the identical process over and over, the
internal auditors tend to become bored, those being audited tend to
view the ordeal as a waste of time, and management interest tends to
fade away (non-productive).
In many organizations internal audits deteriorate to an obligation
necessary to meet the requirements of the standard rather than a value
adding process. To keep internal audits fresh, the audit process must be
examined.
Who take care?? We need a
designated person

William Houser, Eagle Force, Inc
Keeping Internal Audits Fresh
2016150 9000 World Conference, Orlando, USA. 21-22 March 2016

How Caterpillar improves quality performance and adherence to its Quality
Management System through an internal—but independent—2nd party
audit group ?

A “siloed” approach through a centrally coordinated team comprised of—or in
close collaboration with—internal subject matter experts in various QMS
processes.

The team facilitates deployment of a single, comprehensive Quality
Management System consisting of best practices observed throughout the
enterprise.

The team assesses the effective implementation of the Quality Management
System, and through its experience, brings value to the audit program by
propagating these best practices as they (include other professionals) are
developed.

William Kovacich, Caterpillar, Inc.
Value Added Auditing
2016 1S0 9000 World Conference, Orlando, USA. 21-22 March 2016

Collaborating Organizations

Challenges and Competence of Auditors
On Risk Management Audits

Dr. Tommy Y Lo THANK YOU
President, Hong Kong Institution of Certified Auditors
EHEE T TIR6M
EEEXEUMBG TR

25 January 2018, Regal Riverside Hotel (Hong Kong)
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Ir CK Cheung
Evaluator, APLAC & PAC (Hong Kong)

ISO 31000 Risk Management Requirements for
1ISO 9001:2015 from the global perspectives

1SO 9001:2015
Quality Management System
Requirements — Risk Management

CK Cheung
APLAC & PAC Evaluator
Founding President of HKICA

1S09001 75 FHIE?
BB R e (AT

© TP RFRARE

© RELTPATRTERY BIRATKEE

B EH RS TIE

© REEEENREE

* B—FRETEARNTE, A E—EE
AR TAE (B )

- &l

IAF & PAC Structure of MLA
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[1SO 9001:2008] Preventive Action

Quality Policy
Quality Objective

Preventive Action
Internal Audit
Management
Review

Preventive Action

1SO9001:2015

‘River Thames Flood Barrier in London

“Risk” & “Opportunity”

‘Risk Management‘

To Prevent Flooding of London in 1 to 200 year Storm

ISO 31000 “Risk Management”

1SO31000:2009

‘Risk Management ‘
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Risk Management

B S P
R[S R P R
EURAEDR

What is quality ?
Meet customer requirement
Exceed their expectation
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Risk
1SO9001:2015
What is “Risk” ?
Fire in a Ship in the Ocean FE =1k TR ‘Three Gorges Dam




1S09001:2015 Challenges and Opportunity for Auditors
Testing, Certification and Risk Management

Hong Kong Institution of Certified Auditors

ERLEEHAER

HKICA
Membership Pathway of
Abbreviation

HD - Higher Diploma

AD - Associate Degree

T&C - Testing & Certification
QF - Qualification Framework

Align with Qualification Framework
TR EETS
H&%;%l? e BhHE HKII(-JIAlzgsslisant[ﬁiimr
HKICA Certified
A HKIC A Assistant Auditor

HKICA Internal Auditor

L e

HKICA Certified
- gﬁé&’ = Internal Auditor

e ¥

ERITR

-1\ 2 I D

FBRRILE L
/38 Passed Examination for

I 'Llnternal / Assistant Auditor
HEEE
LL «1 Mo=me | 0

o PR S Rl ST MR S5 R ST

Existing HKICA Internal
Completg-d HKICA Completed HKICA Completed 2-day Internal Auditor attended 2-day
recognized T&C . . -
training brogramme recognized 2-day Auditor Course non-recognized Internal
9 prog Internal Auditor Course (by HKICA Lead Auditor) Auditor training with at least
(QF Level 4, 36 hours) . ;
2 years audit experience

T T (Valid till Dec 2017)

Other Graduate HD/AD/Degree Graduate JJ-------=ccccccccecccecccccccncn. 7 SHCoOCoOsoEootCas
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HKICA Certified Auditors

HKICA

HKICA Lead Auditor Experience Requirements

HKICA Certified [ —— s
HKIC A Lead Auditor
HKICA Auditor & U HKICA Certified Lead Auditor
; e 15 years working experience (12 years
HKICA Certified e i quality-related) OR HKICA certified
Auditor - auditor with 6 years post membership
- ; quality-related experience; AND
* At least 3 audits obtained within 3 years
g before application and minimum
: 12 audit days (8 days on site)
- Em N EmEd I EEE I E G EEE I E I EEE T E s E s E I E - o
~ Other Professional Route
E ¢ In the corresponding field engaged in
: professional work for more than 15 years
. OR
e Prominent achievements in management
0 theory and practice in the corresponding
field
Passed Examination for Passed Examination for . . )
NG Teer) Auglier Passed Interview HKICA Certified Auditor
= e 4 years working experience (2 years
quality-related) OR HKICA certified
assistant auditor with 3 years post
membership audit experience; AND
e At least 4 audits obtained within 3 years
before application and a minimum
20 audit days (12 days on site)
Completed HKICA Completed HKICA

recognized T&C
training programme

recognized 5-day Lead
Auditor Course (40 hours)

(QF Level 5, 96 hours)
HKICA Certified Assistant Auditor
e HKICA certified internal auditor with
1 year post membership audit experience
OR

e Existing HKICA internal auditor with
3 years audit experience

Recognised professional
or equivalent in
the corresponding
field of application

Degree Graduate

HKICA Certified Internal Auditor

e 1 year audit experience OR

e Existing HKICA internal auditor with
2 years audit experience

79/



1S09001:2015 Challenges and Opportunity for Auditors
Testing, Certification and Risk Management

Sichun Earthquake

FESBGETEN | | EEREES

4‘Sichun Earthquake }7 Sichun Earthquake

Sichun Earthquake

Florida Hurricane Katrina
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Quality Development ISO9001 : Development Background

1959: T [57[E [ E0fZ 3 MIL-Q-9858

1969: JL&JREHE Z.51] NATO AQAP Series of Std
1974: BS5179 Guidance

1979: BS5750 A Series of Standards
1987:1S09001

1994:1S09001

2000: 1S09001

2008: 1S09001

2015: 1S09001

* Quality Control: S/E#2E4( : 1980s

* Quality Assurance : SHEfREE - 1994

* Quality Management /E & - 2000 & 2008
* Quality Risk Management /& & - 2015

1ISO9001:2008 — “4” Elements

* Management Responsibility (EHREE)
* Resource Management (&R EHE)

* Product Realization (EE A E )

* Measurement, analysis and improvement

© (BE, 2SE)

1ISO9001:2015 — “7” Elements 1ISO9001:2015

* Context of the organization
* Leadership

* Planning for the QMS

* Support

* Operation

* Performance evaluation

* Improvement




1S09001:2015 Challenges and Opportunity for Auditors
Testing, Certification and Risk Management

Plan-Do-Check-Act Cycle ‘

o| (€ g (7 Y
3 € 1)) Z
& I
e} 0 esl
EZH @ ) [A £z
73 Y 4 i
el EF
% L Check J (3;
o (f&aY) =
5 o
2 Z

CONTINUAL IMPROVEMENT
\ FFEE)
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Where do we meet requirements
regarding - "Risks”

e - Determination of the processes taking under

consideration risks & opportunity(4.4f)

- Risks & “opportunity” that can affect
conformity of products & services and the
ability to enhance customer satisfaction
should be determined & addressed (5.1.2b)

- When planning for the QMS, the
organization shall determine the risks &
“opportunity” (6.1.1)

Where do we meet requirements
regarding - “"Risks” (Cont’d)

Where do we meet requirements
regarding - "Risks” 3

* - The organization shall plan actions to
address risks & “opportunity” (6.1.2)

- Determining type & extent of control of
external provision (8.4.2) —

be careful, it doesn’t use the word "risk” , but
meaning is that risk is present

- In determining the extent of post-delivery
activities the organization shall consider the
risks associated with the products & services
(8.5.5a)

- The management review shall be planned
and carried out taking into consideration the
effectiveness of actions taken to address risks
& opportunities (9.3.1d)

Risk-based thinking (1)

Risk-based thinking (2)

carrying out preventive action to eliminate
potential nonconformities, analysing any NCs that
do occur, and taking action to prevent recurrence
that is appropriate for the effects of the NC

needs to plan & implement actions to address
"risks and opportunities”

establishes a basis for increasing the
effectiveness of the QMS, achieving improved
results and preventing negative effects

Opportunities can arise as a result of a situation
favourable to achieving an intended result, Example, a
set of circumstances that allow the organization to
attract customers, develop new products and services,
reduce waste or improve productivity.

Actions to address opportunities can also include
consideration of associated risks.

“Risk” is the effect of uncertainty and any such
uncertainty can have positive or negative effects.

A positive deviation arising from a risk can provide an
opportunity, but not all positive effects of risk result in
opportunities.
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Crisis Management Definitions

Defining Crisis

Crisis

In Chinese “wei-ji” = danger & opportunity
“Decisive moment, Crucial time, Turning point for
better or worse”

“An unstable time or state of affairs in which a
decisive change is impeding”

Crisis Management

Is the art of “removing” much of the risk &
uncertainty from a crisis

“Risk” is defined as an “uncertain situation” or
an action taken during a prevailing uncertainty
when the circumstances or the results of such
a situation are unsure of.

“Risks” are the occurrence likelihood and
occurrence consequences of an event

“Risk” is an effect of uncertainty on objectives
(1SO 31000)

Defining Risk Assessment

Risk Assessment —

It is defined as set of techniques and methods
on the system level to predict future events
and their consequences.

Risk Assessment

Major Risks — Data from Europe

Major Risks — Data from USA

National Legislations — 82%

-76%
Health & Safety at work —72%
New Technologies — 64%
European Legislation — 50%
Political Changes — 50%
Society —36%

-35%

Financial - 30%
Legal—27%

Health & Safety at work — 82%
Environmental Issues — 76%

Strikes = 72%

Products Recall — 64%

Ownership changes —50%

Control of Corporate Management — 50%
“Leakage” to Mass Media — 36%

State Intervention — 35%

Terrorism — 30%

Financial Scandals — 27%
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More about Risk Definition

Risks are the occurrence likelihood and
occurrence consequences of an “event”

Risk = [ (P1, C1), (P2, C2),....... (Pn, Cn) ]
Where:

Pi = the occurrence probability of an outcome
of the event and

Ci = the occurrence consequence of outcomes
of the event

Composite risk index

Composite Risk Index =
Impact of risk event X Probability of occurrence

The impact of the risk event is commonly assessed on a
scale of 1 to 5, where 1 and 5 represent the minimum
and maximum possible impact of an occurrence of a
risk

The probability of occurrence is likewise commonly
assessed on a scale from 1 to 5, where 1 represents a
very low probability of the risk event actually occurring
while 5 represents a very high probability of
occurrence.

The composite risk index thus can take values ranging
from 1 through 25

More about Risk Definition

RISK = Likelihood x Impact

Risk (Consequence/Time) =

Likelihood (Event/Time) x Impact (Consequence/Event)
Note:

1. Likelihood can be expressed as a
“probability”

2. This equation presents risk as an expected
value of loss or an average loss

Risk options

Risk mitigation measures are usually formulated
according to one or more of the following major risk
options, which are:

Design a new business process with adequate built-in
risk control and containment measures from the start.
Periodically re-assess risks that are accepted in ongoing
processes as a normal feature of business operations
and modify mitigation measures.

Transfer risks to an external agency (e.g. an insurance
company)

Avoid risks altogether (e.g. by closing down a
particular high-risk business area)
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Determine the Consequence

‘ Grading from1to 5 ‘

Determine of Likelihood

‘ Grading from1to 5 ‘

Determine the Risk Rating

‘Grading from 1 to 25 ‘




End of Talk
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Mr Tan Yee Chine
TIC Group, SPRING Singapore (Asian Speaker)

Latest QMS Certification Status in Singapore

Agenda

Update on ISO 9001:2015
certificationin Singapore

Analysis of IS0 9001:2015
conversions by TUV SUD PSB

Challenges for auditors in ISO
9001:2015

Latest QMS certification

status in Singapore Opportunities for auditors in ISO

9001:2015

25 January 2018 Question and Answer

1SO 9001:2015 conversion status in Singapore IS0 9001:2015 certification by TUV SUD PSB

Total of 3000 SAC accredited ISO 9001 certificates issued in Singapore

ISO 900 678 350

conversion 1SO 9001 certificates 180 9001:2015 certificates
status issued issued as of Dec 17

2250

Source: SAC = No of ISO 9001:2015 certificates issued as of Nov 17
= No of IS0 9001:2015 certificates not issued yet as of Nov 17

Challenges for auditors in 1ISO 9001:2015 Interviewing top management on clause 5.1.1

Top management shall demonstrate leadership and commitment with respect to the quality

management system by:
E a) taking accountability for the effectiveness of the quality management system;

Interpretation of b) ensuring that the quality policy and quality objectives are established for the quality management

D P! ted inf i Interviewing top system and are compatible with the context and strategic direction of the organization;
ocumentea information

/ management on ¢) ensuring the integration of the quality management system requirements into the organization’s

clause 5.1.1 business processes;

v 4 d) promoting the use of the process approach and risk-based thinking;
(SRS
S A

-
( ) cnsuring that the resources needed for the quality management system arc available;

f) communicating the importance of effective quality management and of conforming to the quality
management system requirements;

~a
g) ensuring that the quality management system achieves its intended results;
(] ,& / \ () h) engaging, directing and supporting persons to contribute to the effectiveness of the quality
Rj management system;
e |-| » o i) promoting improvement;
No definition for Audit on Organizational j)  supporting other relevant management roles to demonstrate their leadership as it applies to their

Opportunity Knowledge areas of responsibility.
in Vocabulary

T0VSUD PS8 Sngapore. I T0vSUD PS8 Sngapore. In®
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Interviewing top management on clause 5.1.1 Organizational Knowledge

Out of the 10 requirements under clause

5.1.1, how many of these can top
management delegate to his/her staff?

Definition of Risk and Opportunity Definition of Risk and Opportunity

Based on the ISO 9000:2015 Vocabulary

Risk is defined in
ISO 9000:2015 What is the

Vocabulary definition of
Opportunity ?

T0vSUD PS8 Singapore oV

Definition of Opportunity An example of Risk and Opportunity

Using an example from Table A.3 of ISO 14004:2016

Requirementsreferredto in Clause 4.2 ( Interested Parties ) -> Regulator request for
information

Definition of Opportunity

(from 1SO 14004:2016)

Risk = failure to respond, delayed response, or inaccurate response can lead to greater
scrutiny from regulatory agency.

Action plan = develop more effective communication process(es) for receiving and

° A potentlal benefICIal effectl responding to communication from regulatory personnel

Opportunity = timely, proactive and transparent communication can strengthen the
organization’s relationship with regulator.

Action plan = apply internal audit programme to make recommendations to improve timeliness
and transparency of communication.
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Quality manual and 6 documented procedures of ISO 9001:2008 Interpretation of Documented Information

Quality manual (Clause 4.2.2)

Co of documents (Clause 4.2.3)
Control of re (Clause 4.2.4)
(o] f

ontrol o rming product (Clause 8.3)
(

Internal Clause )
Corrective action (Clause 8.5.2)
Preventive action (Clause 8.5.3)

T0VSUD PSB Singapore hii 1) T0VSUD PS8 Singapore b1

Interpretation of Documented Information Opportunities for auditors in 1ISO 9001:2015

i

Training on Mistake Proofing

4.4.2a To the extent necessary to support the operations of its processes |

5.2.2 Quality policy

6.2.1 Quality objectives - : R
Training on Contingency Training on Risk
Planning and actions Management ISO
8.1.e.1 To the extent necessary to have confidence that the processes have been 31000
carried out as planned.
8.5.1.a - availability of documented information. Not documented  information to
be maintained.
TUVSUD PSBSMFMYQ IO JUVsuD PSBS\nme b
Mistake Proofing Contingency actions

Is Mistake Proofing a requirement in ISO 9001:2015?

Is Contingency action a requirement in ISO 9001:2015 ?

+ Clause 8.5.1 (g) the implementation of actions to + Clause 8.2.1 Customer communication
prevent human error. It is one of the applicable . Comt:?urr:_ication m_:fiph customers sf]}all include 8.2.1( e )
controlled conditions under Production and Service ;’vﬂgn i Bt requirements for contingency  actions,
provision
JUVSUD PSB Singapore. I JUVSUD PSB Singapore. JL

/20/
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Mr Thomas Ma
Former Chief Executive, Castco Certification Services Ltd. (Hong Kong)

How to Implement and Enhance Risk-based Thinking in PDCA Cycle

How to implement and
enhance Risk-based
Thinking in PDCA Cyc

Thomas Ma

MTR East Rail disruption caused by failure of b
primary and backup servers (11 January 20

“The MTR Corporation said the serious service disruption
on the East Rail Line today morning during the rush
period for about two hours was caused by the failure of
both the primary and backup servers of the signaling
system, affecting tens of thousands of passengers. .

MTR’s head of Operations said around 9am that the signal
system encountered a problem as its server was not
working smoothly, and the situation did not improve after
switching to a backup system.

‘We had to restart the server manually, but it was not
successful. Since the operation needed some time, for
safety, the control centre suspended the whole East Rail
line around 9:25am,”

14 trains were stuck between stations. Passengers on two
trains near the Fanling and Fo Tan stations opened the
train doors and walked along the tracks to a station.

He continue 1o question why the MTR changi
system along the East Rail line without sto
operations. It may be a factor contributi

A former chair of the Kowloon-Canton Railway Corporation asked -
“Why would a backup server also become unstable?”

“Was it because of maintenance check?”

“Or the procedures need to be improved?”

“Or any other factors, which is what I suspect?”

In Hong Kong we cannor

Risks can be happened at various levels

National Level

~—_Security
Strategy — > Cyber

Community Attack

Level
T Health

Policy s

Explosion

Individuals

~~—.Operation

needs TTask Risks

)
)

Effect of uncertainty on objectives o o200

(Objectives can be financial, business , quality , health, safety, environmental, asset perf
and compliance targets)

Effect of uncertainty ososmzos
An effect is a deviation from the expected, can be Positive o
Negative wosmoans

Uncertainty is a state, even partial, of deficiency of informati
related to, understanding or knowledge of, an event, its
consequence, or likelihood o sz

v

. Risk presents naturally in daily life activities, every kind of communication,
. Risk is typically expressed as a combination of Consequences of an event (incl
. Risk level at different activities, processes, products and services may be differe;

. Risk is dynamic, changes with Time, Status and Complexity of Matters.
. Managing Risk relies mainly on:

decision made, platforms, systems, processes, projects, products, services an
changes in circumstances) and the associated likelihood of occurrence

from each other

» your individual ‘s Common Sense or your Organization’s Context,
» your Attitude or organization’s Strategy and Approach ;
» Risk Appetite and Risk Treatment measures ;

» Resources and Supports available

» Information, Skill and Knowledge gained as well as Lesso!




Purposes to manage Risks

1. To create and protect Value

2. To gain Confidence from stakeholders

3. To prevent or reduce Complaint, Threat, Worries, Illness,
Losses, Injury, Death, other Unfavourable matters
happened

4. To help improving Brand’s Goodwill, Interested Parties’
Confidence and Satisfaction, Productivity, Profit, Time,
Performance , Compliance, Wellness and Sustained
Success

Risk (Likelihood x Consequence)

1. Typical Risk level - High High, High, Medium, Low , Low
2. Likelihood - (qualitative) Certain, Likely, Possible, Unlikely,
(quantitative) 1 time / 10 cycles , 1 /10000 patients, 1 in every
in every 100 years
3. C - itative) Di , Signi Loss, Certai
Minor Loss, Insignificant Loss ; (quantitative) > $1 Million , $1
10 K, Lost time 100 * mins. ,Recovery time (<10 days)
4. A combination of critical aspects : financial loss , time loss, life los:

Risk-based Thinking

» Risk is inherent in all aspects of a QMS, from cradle-to-grave.
» Risk-based Thinking gives a power of proactive thinking
rather than reactive in preventing or reducing undesired effects
through early identification and action.

By using Risk-based Thinking the consideration of risk is
Integral.

Risk-based Thinking is something we all do automatically in
everyday life

Risk-based Thinking most likely relates to Common Sense,
Awareness and Attention, associated with Context,
Requirements, Knowledge, Technology and Experience
Risk-based Thinking ¢msss) Planned and Unplanned
Changes

Risk-based Thinking concept is integrated into

IS0 9001:2015 standard:

Plan-Do-Check-Act (PDCA) Cycle and Process Approach

1S09001:2015 Challenges and Opportunity for Auditors
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Risk

. Political Risk ( World-wide, Nation, Region and Local
. Legal Liability Risk and Regulatory Compliance Risk

Type of
Risks:

. Corporate Governance and Boardroom Conflicts
. Business Risk (Cost Up / Profit Down, Increase of Comp:
. Reputation / Brand Risk
. Threat and Disruption to Business Continuity
. Disaster (Natural and Human being)
. Financial / Credit / Cash Flow Risk
Market Risk (Expansion, Collapse)
. Contractual Risk
. Project Risk, Design Risk, Operational Risk and Technical Ris|
12. Cyber Security Risk, Information and Data Risk
13. Health and Safety Risk
14. Environmental Risk
15. Quality Assurance Risk
16. Supplier and Contractor Risk
17. Resource Risk (Staff aging, Lack of skilful labour, High Ti
18. Capability Risk (including Human Error)

R N N N

— = o
- o

Risk - Positive / Upside Approac

In most circumstances, risk gives a “Negative or Downside * impression.
Positive Risk Thinking can give us to seek Opportunities:
to protect from losses and harm,

to assure the controls in place

to avoid worst outcomes and negative effects,

to reduce undesirable results.

Challenge 1. To see and think a risk differently

of Positive (e.g. weak currency >> more exports)

Risk 1. To look at Positive happenings or outcomes, simply arising as
P aresult of actions

Thinking (e.g. Alarm Drill >> enhance the team building spirit and strengthen the co-

operation of personnel from different community or functions )
1. To create an unexpected outcome
(eg

3 of flexibility and ip approach on Supplier’s contra
may help reducing costs, improving Customer Services, as well as wi
more business.)

Risk-based Thinking

» An approach to manage risk, could be systematic,
» Already part of Process Approach
» Proactive rather than purely reactive
» Preventing or reducing undesired effects
» Embedded preventive action
>

Promoting continual improvement

Benefits of using risk-based thinking
= Improve governance and alertness
=« Build a strong knowledge base
« Establish a proactive culture in your organization

« Assist with compliances and assure quality of
products and services

« Improve customer confidence and satisfaction

Reference: ISO/TC 176/SC2 /N1222 “Risk” in ISO 9001:2015 and ISO/TC176/SC2/N1269
Risk-Based Thinking in I1SO 9001:2015
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Risk based Thinking

Don’t forget Risk can appear everywhere and come in a s
Don’t overlook the multiple Risks and their Impacts

Don’t make any assumption that you are always Safe and He!

v v vy

Don’t leave your Most Essential things to others, including yo
Life

Hong Kong truck driver forgot
ower crane which smashes into overhea
footbridge in Shau Kei Wan !
(20 January 2018 news)

Single process model in ISO 9001:2015

| Process Approach and Risk-based Thinking

S —
Fecdback include.
Complaints

—
Management Review

Strategic Planning
| —

Responsibility, Authority &)
Internal Communication

mmZOoOH®wcN

Infrasiucture &
Operation Environment

mm_qx}*ﬂc}m—lmmwmﬁz—‘

s
A
T
P
R A
: I ¢
o T
U — Risks in Risks o 1
durh urchase,
N ? Plamming? | Inspection N
el | [endering V| Planning
M| F |/ Quotation} — Activity-based risks in
E B Y - Risks in Design /[~ TInstall N
ok N Desig Outsourcing ? Inspection, Testing
T and Commissioning 7
LS|

Risk-based Thinking

» What to do?
» Use risk-based thinking to build up your QMS and Pro

Identify what your risks are - it depends on context

Different processes have different risk levels

Understand what kind of risks that are acceptable, wha
unacceptable

vwvyy

v

Plan actions to address, eliminate and treat the risks, thel
prioritize the risks

Take actions according to the Plan
Check effectiveness of the actions

vVvyy

Learnt from experience, facts, information, context and
undesired / adverse effects for improvement

Create Opportunity to treat the risk

v

Process Approach and Risk-based Thinking

Extent of planning depends on RISKs

— _
I DESIRED
OUTPUTS and
INPUTS . EFFECTS ?
— |~ Catering Planning
“PRODUCTS
&
SERVICES ” |~
+ Contractual Requirements ‘\ J
* Product / Service conformance s
* Regulations and Compliance UNDESIRED OUTPUTS and EFFECTS?
+ Environmental Impacts i 1 £ TION"
+ Health and Food Safety Risks (WASTE/“POLLU otc)
«Time, Cost and Technology
+ Customer Satisfaction
— * Resource and Materials available

-
Monitor / Measure / Analyse / Evaluate

Plan-Do-Check-Act Cycle in ISO 9001:2015

Risk-based Thinking

Risk-based Thinking

natural and competitive
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Risks & Opportunities in ISO 9001:2015

‘ 44.1f

Process Approach, PDCA and Risk-based Thinki

‘The organization is required to address the risks and the opportunities
as determined in accordance with the requirements of 6.1

Plan
) 512
Process (4.4.1), Top management are required to ensure risks and opportunities that affect
Approach (5.1.2), conformity of products and services are determined and addressed
6.1)

6.1.1

- -
topreventor
D reduce undesired effects and to achieve improvement "
o 612
- . ©
0/ (8.1) i iveness of actions
i taken.
8.

& 1
Opportunity’ ~_ ‘ ‘The organization is required to implement actions determined in
Act

lause 6.1
(10.2.1e)

102.1e

In case a NC including Complaint occurs, the organization is

required to update risks and opportunities determined during
planning, if necessary

Risks in QMS

Economic benefits that the organization can
from an investment in a particular Risk Treat
action.

Risk - Lesson Learnt?

Risk with Human Factor ?

Tianjing Explosion Taiwan Gas Pipeline

Aug. 2015 Explosion_July 2014 Tai Sin, HK April
Likelihood ?

3 similar i

outbreak in 13 months Consequence?

in same Region - Numbers of Life lost and wound ?

- Number of family broken,
- Amount of Economic and Property lost ?
-- Recovery Time?

Risk assessment tools (typical)
[ISO 31010 :2009]
» Cause and
Effect Analysis
(Fish Bone
Diagram)
» Fault Tree
Analysis

Risk Treatment in Risk Managem
(ISO 31000)

» Event Tree
Analysis

» Consequence /
Probability
Matrix

How to mitigate or
transfer the ¥

Is the contr
effective?
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T succeed
because [
manage
my risks
well !
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