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Dr Gilbert Gong
Global Personnel Certification Body and IPC Board of Director

Competency of Auditor - International Standard and System

* Why clients expect to be audited by competent auditors?

Competency of Auditor
International Standard and System

Dr. Gilbert Gong

Global Personnel Certification

« Benefits of Auditing from competent audit team « Benefits of Auditing from competent audit team
Organizational effectiveness: Improvement in in system effectiveness:

- Information for management decisions — Discovery of potential efficiencies in interrelated processes

= PiolevtiEl RS il Improvement in process effectiveness:
= Assessment of resource capabilities (manpower and equipment) — Through examination of interactions with other processes and resources and
- Identification of cost reduction opportunities control utilized

- Maintenance of customer goodwill .
Improvement in performance measurement:

— Provision of timely information to top management

Business performance e
P — Facilitation of changes that lead to great effectiveness

~ Cost control
— Opportunity identification Establishing of trusting relationships internally and externally
- Risk management

— Continual improvement

Management System Auditing « Principles of Auditing

1ISO 19011:2011 defines an audit as a systematic, independent and documented process for Integrity: the foundation of professionalism
obtaining audit evidence and evaluating it objectively to determine the extent to which the — e e (e e i rpe: iy e erameiy

e @it e il — Due professional care: the application of diligence and judgement in auditing

Audit are independent, unbiased, fact-finding exercises that provide information for decision Confidentiality: security of information
making - Independence: the basis for the impartiality of the audit and objectivity of the audit
conclusions

— Evidence-based approach: the rational method for reaching reliable and reproducible
audit conclusions in a systematic audit process
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* Audit

Audits determine if requirements are being met and if there are opportunities for
improvement

Audits are a prime risk assessment tool

— Audits are indispensable in maintenance and continual improvement of management
systems

» Competence in Auditing

- Auditing requires competence (knowledge and skills)

~ Certification of auditors is based on relevant training and experience- To be effective,
auditors must engage in continual improvement through study and practice

» Competence and Qualification

Conformity assessment —
General requil for bodies

P g certification of persons (ISO/IEC 17024:2012)

* 3.6 competence
ability to apply knowledge and skills to achieve intended results

« 3.7 qualification
demonstrated education, training and work experience, where applicable

* 3.8 assessment

process that evaluates a person's fulfilment of the requirements of the certification
scheme

» Competence and Qualification
3.8 assessment

A: Competence based certification:
- the applicant's knowledge, skills, personal attributes and qualifications specific to the program
are examined
- emphasize the results of training by assessing competence through valid, reliable and independent
examination

B: Qualification based certification:
- relies on an applicant’s education and qualifications, rather than on measurable competence
- emphasize training

Terms and definition

Certification process: Activities by which a certification body determines that a person fulfils

certification requirements, including application, assessment, decision on certification, recertification

and use of certificates and logos/marks

Certification scheme: Competence and other requirements related to specific occupational or skilled

categories of persons

- Certification requirements: Set of specified requirements, including requirements of the scheme to be

fulfilled in order to establish or maintain certification

Assessment: Process that evaluates a person's fulfilment of the requirements of the certification scheme

- Examination: Mechanism that is part of the assessment which measures a candidate’s competence by
one or more means, such as written, oral, practical and observational, as defined in the certification
scheme

- Fairness: Equal opportunity for success provided to each candidate in the certification process.

Validity: Evidence that the assessment measures what it is intended to measure, as defined by the

certification scheme

- Reliability: Indicator of the extent to which examination scores are consistent across different
examination times and locations, different examination forms and different examination teams.

Competence and evaluation of auditors

7.1 General (7 Competence and evaluation of auditors (ISO 19011:2011)

- Confidence in the audit process and the ability to achieve its objectives depends on the competence of
those individuals who are involved in planning and conducting audits

- Competence should be evaluated through a process that considers personal behaviour and the ability
to apply the knowledge and skills gained through education, work experience, auditor training and
audit experience.

- Some of the knowledge and skills described in 7.2.3 are common to auditors of any management
system discipline; others are specific to individual management system disciplines

- The evaluation of auditor competence should be planned, implemented and documented in accordance
with the audit programme, including its procedures to provide an outcome that is objective, consistent,
fair and reliable.
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Competence and evaluation of auditors Concept of Competence: I1SO 19011:2002

The evaluation process should include four main steps, as follows:

a) determine the competence of audit personnel to fulfil the needs of the audit programme;
b) establish the evaluation criteria;

¢) select the appropriate evaluation method;

d) conduct the evaluation.

1SO 19011:2011 (Guidelines for auditing management Systems) has not provided example of levels of
education, work experience, auditor training and audit experience unlike provided in I1SO 19011:2002.

ISO/IEC 17024:2012
ISO/IEC 17021-1:2015
ISO/IEC 17021-2:2012
ISO/IEC 17021-3:2013
1SO 17000:2004

1SO 19011:2011

1SO 29990:2010

1SO 19011:2002 Audit Experience

Endorsement of IPC scheme by IAF

IAF MLA Main scopes: IAF MEMBERS & SIGNATORIES Association Member

Europe
Body: European co-operation for Accreditation (EA)
Management system certification - ISO/IEC 17021-1
Product certification - ISO/IEC 17065 - 09 Oct 2004
Certifications of persons - ISO/IEC 17024 - 20 Oct 2016

Pacific

Pacific Accreditation Cooperation (PAC)
Management system certification - ISO/IEC 17021-1
Product certification - ISO/IEC 17065 - 09 Oct 2004

Americas.
|dt3>( Body: Inter American Accreditation Cooperation (IAAC)

Management system certification - ISO/IEC 17021-1

Product certification - ISO/IEC 17065 - 05 May 2011

Arab Region
Body: ARAB Accreditation Cooperation (ARAC)
Management system certification - ISO/IEC 17021-1
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IAF MLA

(httE o/ /Www. iafnu/uEFiIeS/\AF\PC»S(an PDF)

MS Auditor Competences in IPC

Competence_vs_Qualification.pdf)

IPC MLA Full Memember

<http://www.ipcaweb.org/content.aspx?page=119&type=1>

Auditor qualification of FSSC 22000:
The process applied to confirm auditor competence.

FOOD SAFETY SYSTEM CERTIFICATION 22000
Part IV: Requirements for Certification Bodies

Annex V - Auditor Competence

1 Purpose

This document states the requirements for certification bodies (CBs) with
respect to the auditor competence and qualification process.

2 Scope

These requirements apply to all auditors conducting FSSC 22000 or FSSC
22000 Quality audits — from initial training, through qualification, to
requalification and also covers extensions to sector and/or category(ies)
and build on the requirements of ISO/IEC 17021-1:2015, ISO/TS 22003:2013
and GFSI BRv7:2017 in this area.

Auditor qualification of FSSC 22000:

FOOD SAFETY SYSTEM CERTIFICATION 22000
Part IV: Requirements for Certification Bodies

3 Qualification

There are four steps in the qualification process:
1) selection of the trainee auditor;

2) initial training;

3) witnessed assessment and

4) registration.

3.2 Initial training and experience

The CB shall ensure that trainee auditors are meeting the following initial

training and experience requirements:

1) Lead Auditor Course for FSMS or QMS — minimum 40 hours including exam;

2) HACCP training — minimum 16 hours including exam;

3) 1SO 22000 Standard — minimum 8 hours including exam (if not included as
part of Lead Auditor Training Course);

The process applied to confirm auditor competence.

Auditor qualification of FSSC 22000:
The process applied to confirm auditor competence.

FOOD SAFETY SYSTEM CERTIFICATION 22000
Part IV: Requirements for Certification Bodies

3.2 Initial training and experience

4) Food defense training covering food defense risk assessment methodology
and possible mitigation measures (including exam);

5) Food fraud training covering food fraud vulnerability assessment

methodology and possible mitigation measures (including exam);

6) All relevant Scheme requirements (including exam);ISO/TS 22003 (Annex C),
1SO 19011 and ISO/IEC 17021-1 (as applicable to the auditing processes of
the CB including exam);

7) Experience in the food or associated industry including at least 2 years full
time work in quality assurance or food safety functions in food production
or manufacturing, retailing, inspection or enforcement or the equivalent

and

8) At least ten 10 audit days and five ISO 22000 or GFSI recognized scheme
audits relevant to the specific industry sector including at least one
FSSC 22000 audit.
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Auditor qualification of FSSC 22000:
The process applied to confirm auditor competence.

3.3 Assessment

1) The CB shall:

a) provide supervised training in food safety audits;

b) conduct a FSSC 22000 witnessed audit of the auditor to confirm
competence is attained and

c) document the sign-off of the satisfactory completion of the
training program and witnessed audit.

2) The supervised training and the witnessed audit shall be
conducted by a FSSC 22000 qualified auditor or an FSSC 22000
technical certification person of equivalent competence and
experience using the GFSI witnessed audit tool (when available).

IAF MD 9:2017: Application of ISO/IEC 17021-1
in the Field of 1SO 13485

7.1 Competence of personnel

Where ISO/IEC 17021-1 Clause 7.1.1 refers to (as relevant for the specific certification scheme) I1SO 13485,
this should be understood to mean medical devices and applicable legal requirements. All personnel
involved in ISO 13485 certification shall meet the competency requirements of Annex B.

7.2 Personnel involved in the certification activities
Each auditor shall have demonstrated competence as defined in Annex C.

MD 7.2.4 Auditor experience

For a first authorization, the auditor shall comply with the following criteria,
which shall be demonstrated in audits under guidance and supervision:

a) Have gained experience in the entire process of auditing medical device
quality management systems, including review of documentation and risk
management of applicable medical devices, parts or services (see Table A.1.7),
implementation audit and audit reporting. This experience shall have been
gained by participation as a trainee in a minimum of four audits for a total of
at least 20 days in an accredited QMS program, 50% of which shall be
against 1SO 13485 preferably in an accredited program, and the rest in
any other accredited QMS program.

Table of knowledge and skills

Application of ISO/IEC 17021-1 in the Field of Medical
Device Quality Management Systems (ISO 13485)

IAF MD 10:2013

IAF Mandatory Document for Assessment of Certification Body
Management of Competence in Accordance with ISO/IEC 17021:2011

6.3 Certification in a | certification scheme, dited to ISO/IEC 17024
may be used as demonstrating the competence of personnel, to the extent covered by
the scope of the scheme. The AB shall seek evidence that the CB has determined
which of its competence criteria are not covered by the scope of the personnel
certification scheme and that the CB has performed its own evaluation against these
criteria.

6.4 Where a personnel certification scheme is not accredited it may be used only as

an indication that personnel have certain knowledge and skills, and the AB shall verify

that the CB has performed its own evaluation of competence against the criteria covered
by the scheme.

History of IPC

IPC was established as a non-for profit organization, in 1995, by the name of "International Auditor
and Training Certification Association (IATCA)". To adapt to market needs for certification of
professionals in a variety of categories, the role and name was changed during the Chicago Annual
General Meeting (2003) to "International Personnel Certification Association (IPC)". IPC's main activity
is to develop certification schemes for professionals. Although the focus of IPC is personnel
certification, recognition of training providers and training courses are also part of IPC's activities.
IPC's objective is to promote the interests of our members (personnel certification bodies and other
related interest parties) and serve the needs of the society for the competence of professionals. IPC
is also a "Scheme owner”, which means that IPC develops and owns Certification Schemes (normative
documents used for accreditation/certification purposes). These schemes are specifying rules and
frames for competence, on which the personnel certification body, member of IPC, may elaborate.




ISO 9001:2015 Challenges and Opportunities for Auditors
Control, Automation, Logistic and Risk Management

“IPC MANAGEMENT SYSTEM AUDITORS”
IPC-PL-11-006

3.5 Auditing Experience
To be eligible for certification, all auditing experience shall have been gained in the three-year period prior
to certification.

3.5.1 Audits for IPC MS Auditor

Sl

The experience shall comprise the entire audit process from preparation to reporting, in accordance with ISO
19011 or ISO/IEC 17021. This is referred to as a complete audit.

3.5.1.2 The applicant for certification shall have acted as a member of an audit team, team leader or as sole
auditor on at least 4 complete audits, the total duration of which shall be a minimum of 20 days including
preparation and reporting with a minimum of not less than 8 days on site.

The audits in which the applicant was team leader shall cover the entire audit process from preparation to
reporting in accordance with ISO 19011 or the ISO/IEC 17021 family.

First party (internal audits), second party (audit of a supplier) and third party (audit by an

are p audits.

PREREQUISITES OF IPC MS Auditor

3.1 Education

- Applicants should have completed at least secondary education (typically all the years full-time
schooling prior to university entrance).

- Alternative, applicants may be considered for certification (10 years full time work experience and
satisfy the PCB that they have achieved a satisfactory level of knowledge for Management Systems
auditing.

3.2 Work Experience

- Applicants for all grades with post-secondary education degree shall have at least 4 years full-time (or
part time work that totals 4 years) work experience in a technical, professional or management
position of accountability involving the exercise of judgement. This period shall be increased to 5 years
for applicants with secondary education.

- Applicants shall provide documentary evidence of work experience; this evidence may be presented in
the form of employer references giving information on work actually carried out and positions held.

- As an alternative to the documentation requirement in 3.2.2, the applicants can provide a signed self-
declaration, giving information on work actually carried out and positions held

PREREQUISITES OF IPC MS Auditor

3.3 Management System Work Experience
- Applicants shall have a minimum of 2 years relevant experience in the implementation, operation, and/or
auditing of management systems, which provides the practical knowledge necessary to audit.

3.4 Training

Applicants shall have completed MS auditor training. The training shall cover the competence required for MS
auditors in this scheme. A minimum of forty (40) hours training is required.

Training can be performed by in-class courses, e-learning or other suitable learning methods.

See also IPC-SC-11-002 “IPC Specification on recognition of training courses and training providers".

3.5 Auditing Experience
All auditing experience shall have been gained in the three-year period prior to certification.

PREREQUISITES OF IPC MS Auditor

3.5.1 Audits for IPC MS Auditor

- The totality of auditing experience for auditor grade certification shall be based on requirements of an
applicable management system standard as described in annex to this document. The experience shall
comprise the entire audit process from preparation to reporting, according to 1SO 19011 or ISO/IEC 17021.
This is referred to as a complete audit.

- Show as a member of an audit team, team leader or as sole auditor on at least 4 complete audits, the
total number shall be a minimum of 20 days with a minimum of not less than 8 days on site.

3.5.2 Audits for IPC MS Lead Auditor

- Lead Auditor grade shall satisfy all auditing and ct e evaluation req its for IPC MS Auditor,
and shall have performed as a team leader in at least 3 of the audits required, as described in 3.5.1.2.

The audits in which the applicant was team leader shall cover the entire audit process from preparation to
reporting in accordance with 1SO 19011 or the ISO/IEC 17021 family. First party (internal audits), second
party (audit of a supplier) and third party (audit by an independent organization) are acceptable audits.

PREREQUISITES OF IPC MS Auditor

* SECTION 4 COMPETENCE REQUIRED FOR EACH GRADE OF IPC MANAGEMENT SYSTEMS
AUDITORS

* 4.1 Personal behaviour

+ 4.1.1. Applicants for certification shall be able to demonstrate the personal behaviour necessary
for the effective and efficient performance of the audit as defined in clause 7.2.2 of ISO
19011:2011 and Annex D of I1SO 17021:2011.

4.2 Competence

4.2.1 Knowledge and skills for all Management Systems Auditor grade certification:

a) Detailed knowledge of ISO 19011

b) Competence required to fulfil the needs for generic knowledge and skills for management
system auditors according to ISO 19011:2011 item 7.2.3.2

* ¢) How to conduct interviews

» d) How to collect and verify information

e) How to determine audit findings

PREREQUISITES OF IPC MS Auditor

+ f) How to prepare audit conclusions

* g) Types of audits: management system audits, process and product audits;

« ) Principles, procedures and techniques of auditing;

« i) How to relate the auditee management system to the audit criteria;

* j) How to conduct an effective audit in the context of the auditee’s organisational situation;

+ k) How to evaluate a process approach and process performance;

« ) Regulations, and other specific considerations that are relevant to the management system to
be audited;

m) Personal behaviour necessary for the effective and efficient conduct of a management
system audit;

n) Statistical methods: sampling techniques, basic statistical methods (bar-charts, pie-charts,
line-charts and trend-charts);

« 0) Audit related risks;

+ p) How to communicate effectively with the auditee and audit client;

q) How to evaluate the procedures common to the other management systems;
- 1) How to interpret an integrated management system;
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PREREQUISITES OF IPC MS Auditor

4.2.2 Knowledge and skills for all Management Systems Lead Auditor grade certification:

a) All the skills and knowledge listed above for the Management Auditor and

b) Competence required to fulfil the needs of the audit programme according to 1SO 19011:2011 item
7.21

c) Competence required to fulfil the needs to generic knowledge and skills of an audit team leader
according to 1SO 19011:2011 item 7.2.3.4

d) How to communicate with senior management;

e) How to establish, plan and execute the activities of an audit team;

f) How to organize and direct audit team members;

g) Conduct the opening and closing meeting

h) Represent the audit team with audit client and auditee

i) Provide direction and guidance to team members

Jj) Lead the audit team to reach audit conclusions

k) Prevent and resolve conflicts

PREREQUISITES OF IPC MS Auditor

1) How to read and evaluate an organization map (organogram);
m) How to determine appropriate business improvement tools;

n) How to evaluate the management system effectiveness;

0) How to prepare and complete the audit report.
p) How to interpret the financial statements.

7.2.2 Personal behavior in ISO 19011:2011

Auditors should possess the necessary qualities to enable them to act in accordance with the
principles of auditing as described in Clause 4. Auditors should exhibit professional behaviour
during the performance of audit activities, including being:

— ethical, i.e. fair, truthful, sincere, honest and discreet;
— open-minded, i.e. willing to consider alternative ideas or points of view;
— diplomatic, i.e. tactful in dealing with people;

PREREQUISITES OF IPC MS Auditor

- — observant, i.e. actively observing physical surroundings and activities;

- — perceptive, i.e. aware of and able to understand situations;

— versatile, i.e. able to readily adapt to different situations;

« — tenacious, i.e. persistent and focused on achieving objectives;

+ — decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;

- — self-reliant, i.e. able to act and function independently whilst interacting effectively with others;
« — acting with fortitude, i.e. able to act responsibly and ethically, even though these actions may

not always be popular and may sometimes result in disagreement or confrontation;
- — open to improvement, i.e. willing to learn from situations, and striving for better audit results;
» — culturally sensitive, i.e. observant and respectful to the culture of the auditee;
— collaborative, i.e. effectively interacting with others, including audit team members and the
auditee’s personnel.

7.4 Selecting the appropriate auditor evaluation method
(1SO 19011:2011)

Auditing Management System - General

(Referenced from IAF article: Assessing Competence vs Qualification Dr. George |. Anastasopoulos)

THANK YOU

http://www.gpcert.org
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Dr Easter Huang
Chinese National Standard Certification Association ( PZER PRIV BEG B E )

Development of Certification - Sharing of Taiwan Experience
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Hong Kong Institution of Certified Auditors

EREEXFURES

HKICA

Membership Pathway of

Abbreviation

HD - Higher Diploma

AD - Associate Degree

T&C - Testing & Certification
QF - Qualification Framework

Align with Qualification Framework
RS AR EETRB
n;#ﬁg]r HIRAE didaatad Cert!f-iledﬁsslisgt AAuditor
7% e HK_ICA Certifi_ed
ﬁ ‘7 il ) HKTC A Assistant Auditor

B Certified Internal Auditor ~
_ - Vi @t
BB HKICA Certified
%E - gﬁﬂi’ mEE Internal Auditor
a3 : =
s (L]
g AR
He
] EShEUE
& FEIE
B
‘ Passed Examination for
Internal / Assistant Auditor
L
Existing HKICA Internal
Completled HKICA Completed HKICA Completed 2-day Internal Auditor attended 2-day
recognized T&C . . -
training brogramme recognized 2-day Auditor Course non-recognized Internal
9 Prog Internal Auditor Course (by HKICA Lead Auditor) Auditor training with at least
(QF Level 4, 36 hours) . )
2 years audit experience
; T T

Other Graduate HD/AD/Degree Graduate Jf===---=ccceeccccreccmnacccnanns J QELLITERITTELERLL
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HKICA Certified Auditors

Experience Requirements
HKICA

Certified Lead Auditor

HKICA Certified Lead Auditor

e 15 years working experience (12 years
quality-related) OR HKICA certified
auditor with 6 years post membership
quality-related experience; AND

o At least 3 audits obtained within 3 years
before application and minimum
12 audit days (8 days on site)

HKICA Certified [ ——
HKIC A Lead Auditor
Certified Auditor >

HKICA Certified
Auditor

x

Other Professional Route
. ¢ |n the corresponding field engaged in
professional work for more than 15 years

OR

* Prominent achievements in management
theory and practice in the corresponding
field

.

MoU with CCAA

HKICA Certified Auditor

e 4 years working experience (2 years
quality-related) OR HKICA certified
assistant auditor with 3 years post

Passed Interview membership audit experience; AND

Passed Examination for Passed Examination for

Auditor Lead Auditor ) i o
e At least 4 audits obtained within 3 years

T = before application and a minimum

20 audit days (12 days on site)

HKICA Certified Assistant Auditor

e HKICA certified internal auditor with
1 year post membership audit experience
Completed HKICA OR
recognized 5-day Lead
Auditor Course (40 hours)

Completed HKICA
recognized T&C
training programme

e Existing HKICA internal auditor with
3 years audit experience

(QF Level 5, 96 hours)

HKICA Certified Internal Auditor
e 1 year audit experience OR

e Existing HKICA internal auditor with
2 years audit experience

Recognised professional
or equivalent in
the corresponding
field of application

Degree Graduate

17
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Dr Kit Yuen

N.Law & Associates

Automation in Food Supply Chain

AUTOMATION IN FOOD
SUPPLY CHAIN

DR. KIT YUEN

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

History of Supply Chain in Innovation
[ N R

1910" s Ford Assembly Line Ocean Shipping Container

1960" s Electronic Data Exchange EDI) Material Requirement planning
1970 s Universal Product Code (UPC) Enterprise Resource Planning

1980" s  Dell Direct Orders FedEx Tracking System

Fedix
P&G Continuous Walmart Cross Docking
Replenishment

1990 s Toyota Production System
T HP Postponement
2000" s RFID, Track and Trace
— (Radio Frequency
Identification)
Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Amazon Order and Delivery

m................
Food Supply Chain

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

I |
FROM FARM TO FORK

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Automating the processing line (1)

- Quality

- Safe and Efficiency

- converting lower-
paying jobs into
higher-paying jobs

< more accurate and
precise

- eliminating the
ergonomic risks
with repetitive
motion

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Automating the processing line (2]
- OSH

- eliminating the ergonomic risks with
repetitive motion

- take over dangerous tasks
« like cutting frozen chicken

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
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Automating the processing line (3)
— Food Safety

- can be cleaned with chemicals and hosed
down with a water jet

Artificial Intelligence (Al
Automation

« reduce human contact with the food Pennle
 cuts down on Listeria and E. colioutbreaks
* lost production and sales
Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved. Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
Growing hetter food Sorting food

« At the farming level, Al used to detect
plant diseases and pests, improve soil
health, and more.

« using Al to monitor the effects of
variables like UV light, salinity, heat,
and water stress

« With the data, developing “recipes”
for the perfect crops

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

- cameras and near-infrared sensors, to
“view food in the same way that
consumers do” and sort it based on
that perception

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Ensuring employees follow personal
hygiene procedures

« used in restaurants as well as manufacturing
facilities

* uses cameras to monitor workers

- employs facial-recognition and object-recognition
software

+ to determine whether workers are wearing hats
and masks as required by food safety law

- Ifit finds a violation, it extracts the screen images
for review

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Managing the supply chain

+ Food safety monitoring and testing
product at every step of the supply
chain

* More accurate forecasting to manage
pricing and inventory

« Tracking products from farm to
consumer to provide transparency

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
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- uses ultrasonic sensing and optical
fluorescence imaging

- to measure food residue and
microbial debris in a piece of
equipment

- and then optimize the cleaning
process.

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

To customers

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

...
To customers
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Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
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Automating the grocery store?

+ https://www.amazon.com/b?node=16008589011
&tag=bisafetynet-20

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

I
Future: 3D printing of Food?

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Story

Shoe
Salesmen
in Africa

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
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Impact of automation on developing countries puts up to
85% of jobs at risk

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

“If done well, automation can present important
opportunities for African countries by improving labour
productivity in manufacturing.” she said

It has been suggested that poorer countries wil not
as be affected by automation because they have less
money to invest in it

"Our research shows that this is overly optimistic.
Currently the cost of operating robots in furiture:
manufacturing is still higher than labour, but this wil not
be the case within 15 years”, Dirk Wilem te Velde,
director of the Supporting Economic Transformation
programme at ODI, said in a statement

ODI's report, Digitalisation and the Future of
Manufacturing in Africa, found that in funiture
manufacturing, the cost of operating robots and 3D
printers in the US will be cheaper than Kenyan wages

In Ethiopia, ODI predicts robotic automation vill be.
cheaper than Ethiopian workers between 2038 and
2042,

“This gives the continent between one to two decades to
build up its capabilties in sectors less at risk of
automation, "such as food and beverages, gamments,
metals”,the report writes

It advises African nations to expand access to
broadband and develop locals' technical kil through
vocational training, technology hubs, and a bigger
focus on STEM subjects in African educational bodies

http://www.bbc.com/news/world-africa-43459138

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

What Jobs will disappear hecause of the engoing
artificial intelligence revolution?

Transportation. The coming of driverless cars & trucks will
require fewer or more specialized drivers.

Construction & Infrastructure. Ability to better understand the
environment will pave the way for more automation of road
construction, building robots, and others in the future.
Logistics & warehousing. There are already robots on the
market that can handle these jobs and Amazon has already
started using them in its warehouses.

Manufacturing. Automation has already disrupted this sector
and as the degree of automation increases the number of jobs
will continue to reduce - machining, assembly, casting,
welding, sewing, among others.

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

N
5 jobs that Al could replace

« 1. Personal assistant
2. Technical Support
3. Drivers

« 4. Factory workers
5. Doctor

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.

Copyright © 2018 N. Law & Associates Company Ltd. All rights reserved.
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Mr Jeremy Tam
Senior Account Manager, Rockwell Automation Limited

Bring the Connected Enterprise to Life:
"Automation & lloT towards Smart Operations"

Rockwell Automation Rockwell AuRockwe
utomation

E}Eq—’,ﬁ{aﬁj% Automation
Bring the Connected Enterprise to Life:

“Automation & lloT towards

Smart Operations”

Rochwell Rockwell
Automation " Automation

Rochkwell Rockwell
Automation Boroinziion

MANUFACTURING / OPERATION 351|385/ 1%
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Dr Joseph Choy
R&D Director, ASM Pacific Technology

Design Risk Management in Semiconductor Assembly Automation

A World’s Technology & Market Leader

» Aleading provi in the
assembly, packaging industry and SMT solutions market

ASM I.Si.\ Pacific Technology

Design Risk Management for Semiconductor '
Assembly Automation )

Dr. Joseph Choy

R&D Director
24 May 2018

ASM Pacific Technology © 2018 page2

Business .
R 1 op o
Power o Recognized as TOP 100 Global Tech Leaders
Management
IC/ Strong Europe
Discrete Market
Industrial

“The Top 100 Global Technology Leaders
are the organizations poised to propel the
future of technology”, Brian Scanlon, Chief
Strategy Officer

General Lighting Display Panel

@ LED Automotive Thomson Reuters, 2018
Dual Camera 3D Sensing .

China

CIs Smartphones
[ J

ASM Pacific Technology © 2018

page3 ASM Pacific Technology © 2018 page 4

Electronic Packaging Technolo
ASMPT Global Presence ging v
Most of electronic
& Business Center /R&D / devices operate
Manufacturing Site: o e .
withssilicon chip
Wrussa (IC)
o g
o .
MexcoR
cosiaRica
-
nones®
P
-
>1,100 8 1
£ 1} >| I;‘\'E?.Dol o é patents on key leading % R&D centers i manufacturing
globa S edge technologies worldwide facilities Electronic Packaging & Assembly Workflow
/ASM Pacific Technology © 2018 page 5 AASM Pacific Technology © 2018 page 6
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Precision placement on electronic packages

Multi-layers stack die,
demands high accuracy,
high speed and reliable
bonding performance

Every components become smaller for performance and demands high
production rate to lower equipment investment costs. The equipment needs to
be extremely reliable.

ASM Pacific Technology © 2018 page7?
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Highest speed SMT pick & place head (Video)

e.g. There are 4 motion travels to pick & place a component, over 1
million cycles per week. Machine design needs to consider both
performance and high reliability.

ASM Paciic Technology © 2018 page8

Reliability system for product development

Our development follows IEEE STD 1624
for Organizati - bility O -

Design for
Reliability (DfR)

Stage Gate _

I ~[_]

Field
Failure
Analysis
(FA)

Product life cycle

Page 9

ASM Pacific Technology © 2018

Design Risk and Reliability system

o0 Some field failure issues are related to design quality
o dFMEA, a tool to 's concept & rati risk
and follow up actions to lower risk,

Failure Mode
Reliability Analysis
(Semi E10)
Equipment Reliability,
Availability and
Maintainability

Failure Report
Analysis and
Corrective Action
System

page 10

ASM Pacific Technology © 2018

DFMEA Process

The challenge is on execution of risk reduction actions

ASM Pacific Technology © 2018 page 11

dFMEA table
stage gen
Reverse Fault Tres type | [Top-down Fault Tree fail analysis fype
Potental analysis (il in) filin
o Validation
3 Failure Mod 2 [potental fadation
g Stress under|  (otal loss Potential < fraiure Cause | becin cthod used
5| ems | Functions | Product Life | _function, Failure n [\ Do k2
E eycle Efocts) | Protaction | Mochanism  pesign 0240 vapon: E
K function, tonext prargin [ Pastfail e E
dogrado ) |~ [ nigher level jown stream 3
fevel e
s, rovide o ST [T Toraly oss 7T aciuator | g VA XZ5 [T Payeadana [TEomn st [T Folw 15 200
[Rotary _frotin to bal | rotate during pverloaded rcton g corent | 8 motion 5 esion s [0 (200
lactator ferew.and | moton frip the motin requirement of
vothe P2 the moving parl
froving table [ Stop and veroad
 and down | brake during ondition exist actuator
iding Selected
overoad ine
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3
Operating
curent of e
(mproper
arver current
it -bur out
he actustor)
ASM Pacific Technology © 2018 page 12
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Linear motor design application example Sensor Reliability << mofor dFMEA downstream follow-up work

(Failure mechanism
database)

Reliability/ Life test

° Rishk N Protection 3~4 take long time
ver nea
RPN 200 + + Thermal sensor Trigger action plqr\ :;:'l'(s .
RPN 300 x 4= (system level design + High speed
review) machine has no
-2 34 room for further
d;Y:' w,,e e,',(s speed up life test
N effor effor
\\ Otherrisk Design Verification /
OThor ik . (I';:;)eprﬁégotor design (rated), willnot . Module <6 months * Short
. . . N Lead fime development
« Product will not use at high ambient standardization + test gear fime for
temperature cost tornized
+ Magnet sirength will not decrease < 110 deg « Reuse 7 CUIS ? e
. - solution
Risk priority number (RPN) Profection (F;fgrvoi:é’&?dwes
+ Servo system can keep check position error
= Severify x Occurrence x Detection /curent limit, use them for temperature
monitoring
* SOfQWO'S does not allow user to speed up Significant time and effort can be saved by using dFEMA assessment correctly
mortor
+  No further reliability tests need to carry out
ASM Pacific Technology © 2018 ASM Pacific Technology © 2018 page 14

Implementation challenges

O Routine work - can automate by software
o Project/ Customer requirement are unique
o Control the process but not kill design innovation

O Roll out DFMEA and easy to complete follow up work
O Share database for failure mode history for FMEA

How to sustain a dFMEA practice in an O Ensure everybody uses the agreed template.

o ation ?
organization ? o Ensure the documents are all stored in an easy-to-access database.

O Link between design FMEA and Design verification
O Promote proven module standardization

O Share module library for design reuse
o Execution KPI

ASM Pacific Technology © 2018 page 15 ASM Pacific Technology © 2018 page 16

Design Manager - IT platform Stage Gate Product Development Process

o A project management technique in which project is divided into distinct stages
separated by decision points known as gates

o At each gate, continuation is decided by steering committee, or governance
board. The decision is made on forecasts and information available at the time,
including the business case, risk analysis, and availability of necessary resources
(e.g., money, people with correct competencies).

To Integrate: Project magement
Align business units /companies operation by Stage-Gate processes
New product development workflow
R&D & design fool sets
Module reuse & standardization
Information & report automation

ASM Pacific Technology © 2018 page 17 ASM Pacific Technology © 2018 page 18
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1page project report

Automatic Report generation with;

+ Project stafus, resource, risk, fime, cost, scope, gate review

« Complefion rate, milestone frend, issue, acfion lst, deliverables
+ Management decision, milestone report

Master Pm]ec' Schedule

Traceable Reauirement list

Cosfing & budget

ASM Pacific Technology © 2018 page 22

Design Template/ Tools

l Designer
{ Design Input }‘[ Template/ Tool }‘[ Design Output }

Design activity

Benefits
1.  Well defined design input/output
2. Standardize design workflow/calculation
3. Fast design iteration for optimization
4. Self-study for young engineer/ manager

ASM Pacific Technology © 2018 page 25

Design Template/ Tool for Design Reliability

Design Tool Output

—————
Design Specification FMEA
Life calculation

AsM Pacific Technology ©2018 page 26

Conclusion

O The challenge to most of the technology organizations is to link
between Design FMEA, Design Verification and Improvement
Action Plan. Technical / Management review with proper IT
system is one of the successful methods.

o dFMEA is a powerful risk measure tool to eliminate technical /
design problems at an early development stage, the
verification effort and failure cost can be greatly reduced.

o Design risk is application dependent and needs to manage
according to its historical problem nature and technical areas.

ASM Pacific Technology © 2018 page 27

Conclusion

O Stage gate management is an effective development
mechanism to provide review on deliverables, including risks,
with pre-defined criteria.

o0 Design Manager (IT platform) integrates project management,
reporting and technical design tools, that allows risks to escalate
to management within development stages for fast decision
making and corrective actions.

ASM Pacific Technology © 2018 page 28
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System, Competence and Risk Management

Collaborating Organizations : S
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System, Competence and Risk Management

Dr. Tommy Y Lo
President, Hong Kong Institution of Certified Auditors
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Introduction

1S09001:2015 Risk Based Approach

Quality System Risk

Competence of Auditor

Bench marking of Auditor Competence - 1S017024

Who involved in ‘Risk management’

24 May 2018, Regal Riverside Hotel (Hong Kong) i

1509001:2015 Challenges and Opportunity for Auditors

Control, Automation, Logistic and Risk Management

Introduction

2009 Chief Executive’s Policy Address

Testing and Certification Services was one of the six pillar industries for propelling
Hong Kong towards a knowledge based economy

. Brand

Setting up

Hong Kong Council for Testing and
Certification (HKCTC)

“Tested in Hong Kong, Certified
in Hong Kong "

to promote the reputation of
Hong Kong to a very good
standard  throughout the
world;

Four trades are included in the
Development Plan for the testing &
certification Industry

+ Chinese Medicine

+ Construction Materials
- Food

- Jewelry

Challenges and ity for Auditors
Control, Automation, Logistic and Risk Management

1S09001:2015 Risk Based Approach

1S09001:2015

With the revised standards, there are new requirements for greater
leadership involvement in the management system, which must be evident
not only in the organization’s processes, but in its policies, objectives, and
overarching strategic direction.

An effective Quality Management System cannot be achieved without the
commitment of the organization’s leadership, the revised ISO standard has
codified this requirement into seven broad areas.

® Responsibility WHO leader ? Who km')w ...difference
h process? Who is more important

® Policy R e

® Objecti (responsible) to audit (internal or
Jectlv'es external?) Audit

® Integration

® Compliance Maturity models, not just

® Operational Awareness, and compliance alone

® Authorities

1509001:2015 Challenges and Opportunity for Auditors
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1S09001:2015 Risk Based Approach

Organization had risk management framework

Risk owners would be in different position and activities:
« Riskin construction projects included “Political”, “Financial”, “Design”,
“Construction”, “Environmental”, “Legal/Contractual”, “Physical”,

“Economical”, “Technical” and “Operational”.

Audit plan for companies’ risk has to consider impacts on:

« “Brand/Reputation”, “Customers”, “Profit”, “Product Safety”, “People

Safety”, “Business Continuity”, “Product/Service Process”, “Cost of Poor
Quality” and “Business Strategy”.

Audit INVOLVE professional knowledge, such as Engineer

(Technical/operational risk based audit) . .

Board knowledge input required

* Auditor with strong audit experience

* Professionals with audit knowledge
Ref

“Risk Based Auditing - Engineering and Construction”
by Richard Green (Head of IRCA Technical Services)

Challenges and ity for Auditors
Control, Automation, Logistic and Risk Management

Element of success: Quality System Risk

D | Stages of System

The Piper Alpha disaster (1988) clearly
demonstrated that with the implementation
of integrated health, safety and environment
management  systems, classic  safety
performance indicators, e.g. fatal accident
rate (FAR) had reduced significantly from
previous years, BUT none of these indicators
reduced to zero.

A plateau was about to be reached after the
implementation of  the mechanical
application of (safety) management systems.
Hudson (2007) suggested the developmental
line of safety management composed of
three stages: technology, system and culture.

The developmental line: culture becomes the next wave after systems

1S09001:2015 Challenges and Opportunity for Auditors
Control, Automation, Logistic and Risk Management
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Quality System Risk

Minimize Risk E Culture

Auditor:

Systems

Pr

B e ) )1FY ) (3’4

Impartial System

T

Competence 1 J

Culture
Tecrjo'j

> inability
Technology Ethical Professional
15019011 Code of Ethics Incentives (Life long learning)
Guideline Self Acc 3" party Int’l
CoP System System

15019011 Ethical Professional

1509001:2015 Challenges and Opportunity for Auditors
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Competence of Auditor
FUNDAMENTALS characteristics of auditors

Competence requirements
Technical requirement

Ethical characteristics (guideline by organization code of ethics)

1S09001:2015 Challenges and Opportunity for Auditors
Control, Automation, Logistic and Risk Management

Competence of Auditor

FUNDAMENTALS characteristics of auditors

ALAN ANDERSON (2012) in her book “THE CHARACTERISTICS OF A
SUCCESSFUL AUDITOR”

e Strong technical and ethical characteristics to audit success - possess a
strong ethical foundation and avoid any temptation to “let it pass”

* A good auditor continues to build upon the career through “commitment to
lifelong learning”; maintain appropriate technical skills through required
continuing professional education hours.

FUNDAMENTALS characteristics of auditors

e Strong technical (guideline by 1S019011) and ethical characteristics
(guideline by organization code of ethics) to audit success - possess a
strong ethical foundation and avoid any temptation to “let it pass”

« A good auditor continues to build upon the career through “commitment to
lifelong learning” (incentive); maintain appropriate technical skills
through required continuing professional education hours.

Challenges and for Auditors
Control, Automation, Logistic and Risk Management

Bench marking of Competence

As per ISO 19011:2011, auditors should possess the necessary qualities to
enable them to act in accordance with the principles of auditing. Auditors should exhibit
professional behavior during the performance of audit activities, including being:

Ethical (i.e. fair, truthful, sincere, honest & discrete)

Open-minded (i.e. willing to consider alternative ideas or points of views)

Diplomatic (i.e. tactful in dealing with people)

Observant (i.e. actively observing physical surroundings & activities)

Perceptive (i.e. aware of & able to understand situations)

Versatile (i.e. able to readily adopt to different situations)

Tenacious (i.e. persistent & focused on achieving objectives)

Decisive (i.e. able to reach timely conclusion based on logical reasoning & analysis)
Self-reliant (i.e. able to act & function independently whilst interacting effectively with others)
Acting with fortitude (i.e. able to act responsibly & ethically, even though these actions may
sometimes result in disagreement or confrontation)

Open to improvement (i.e. willing to learn from situations, & striving for better audit results)
Culturally sensitive (i.e. observant & respectful to the culture of the auditee)
Collaborative(i.e. effectively interacting with others, including audit team members & the
auditee’s personnel)

Communicative, articulate, fluent

Analytical

Patient

Be a good listener

1509001:2015 Challenges and Opportunity for Auditors
Control, Automation, Logistic and Risk Management

Bench marking of Competence

Bench marking of Auditor Compet@aﬁiémMganlﬁgmsf 3P4 24

Certification System

Bench marking of Competence

Bench marking of Auditor Competence
Personnel Certification Scheme : Compatible ISO Series - [S017024

[
[ ]
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Bench marking of Auditor Competence -
Personnel Certification Scheme

Compatible ISO Series - 1S017024

Bench marked IAF-IPC MoU

Rt/ o af artces/1AF._Signs_MUA_Agreement With_IPC/524

HKICA : A Certification Body for Certification of Persons Since 2016
1S017024 : 3™ Party Impartial Certification for Professionalism Auditor

HKICA Vision (Established in 2006)
* To become a renowned public personnel certification body in the

Asia Pacific Region
» To promote the status of ISO auditors to the public as a profession;

1509001:2015 Challenges and Opportunity for Auditors 13
Control, Automation, Logistic and Risk Management
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HKICA becomes a Certification Body for Certification of Persons Since 2016
15017024 : 34 Party Impartial Certification for Professionalism Auditor

S ———
1S09001:2015 Challenges ar

HKICA becomes a Certification Body for Certification of Persons Since 2016
1S017024 : 3™ Party Impartial Certification for Professionalism Auditor

T
I I I 1
Accreditation Accreditation A itation Accre
Body Body Body B
UKAS CNAS ANAB JAS-ANZ
CB - Certification of CB - Certification CB - Certification | | Same 15017024
sons of Persons | € MoU = | ofPersons | | certification status
JRCA | CCAA HKICA 1
T T |
! ] |
Certified ISO Certified ISO Certified ISO
Auditors Auditors Auditors

HKICA accredited by IG5 P EEF M5 122 (CNAS) will have
the same personnel accreditation status withf| f@é‘?%ﬁﬁ’mﬁ(CCAA)
so that Hong Kong auditors may work legally in China I\/lainlan .

About Hong Kong Institution of Certified Auditors
Certified by CNAS in May 2016

MoU arrangement with CCAA in Sept 2016

Belt and Road

© 000 0000 oo o o o=PTestingand Certification

Auditors

Auditor — adjunct career opportunity for
other Professionals
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Auditor is a Professional

Quality Management Auditors is
recognized as one of the 58 Enlisted
Professionals in Mainland

Maintain System Integrity — where to apply Who involved

3t Party Auditor (Self-certified; EY

1% party (internal audit)

2™ party
(external audit)

Who involved

What is an audit ?

o An audit is conducted in accordance with the specified requirements in order
to find out areas of non-conformities for corrections and/or observations for
improvements. [ISO9001, 14001, 22000, product certification scheme]

3rd Party Quality Audit

o Third party audit by a government accredited certification body.

o Generic requirements on QMS applicable for any organizations.

o In Hong Kong, all contractors and consultants to be certified to ISO 9001.

Technical Audit

o Verify that the building components constructed in accordance with the
approved drawings and specifications

o Approved drawing specify the configuration of the structure, specification
define the materials grade and materials standard

o Construction materials audit is a principal and critical part of the technical
audit.

Challenges and ity for Auditors o

Control, Automation, Logistic and Risk Management

1S09001:2015 Risk Based Approach

Risk of Internal Audit

All 1SO based standards require that internal audits be performed
periodically to ensure that the management system complies with
requirements of the respective standard. (Internal Auditor contribute to
risk and opportunity??)
Risk of System
When internal audits follow the identical process over and over, the
internal auditors tend to become bored, those being audited tend to
view the ordeal as a waste of time, and management interest tends to
fade away (non-productive).
In many organizations internal audits deteriorate to an obligation
necessary to meet the requirements of the standard rather than a value
adding process. To keep internal audits fresh, the audit process must be
examined.
Who take care?? We need a
designated person

William Houser, Eagle Force, Inc
Keeping Internal Audits Fresh

SRR T
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1S09001:2015 Risk Based Approach

How Caterpillar improves quality performance and adherence to its Quality
Management System through an internal—but independent—2nd party
audit group ?

A “siloed” approach through a centrally coordinated team comprised of—or in
close collaboration with—internal subject matter experts in various QMS
processes.

The team facilitates deployment of a single, comprehensive Quality
Management System consisting of best practices observed throughout the
enterprise.

The team assesses the effective implementation of the Quality Management
System, and through its experience, brings value to the audit program by
propagating these best practices as they (include other professionals) are
developed.

William Kovacich, Caterpillar, Inc.

1509001:2015 Challenges and Opportunity for Auditors Value Added Autiting

Control, Automation, Logistic and Risk Management

2016150 9000 World Conference, Orlando, USA. 21-22 March 2016

Collaborating Organizations :
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Dr. Tommy Y Lo
President, Hong Kong Institution of Certified Auditors
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EREXERMEEEE THANK YOU

24 May 2018, Regal Riverside Hotel (Hong Kong) 2




website ¢ www.hkica.org

email ¢ info@hkica.org

LTI, AT B EBERITHRBUT [EERF e R 8] BR&EE) ©
This material / event is funded by the Professional Services Advancement Support Scheme of the Government of the Hong Kong Special Administrative Region.

ELETIY AIEBEREEES PIRENERER ~ AZERR - EmiES » TFARAREBFIITREBN R EX R HES B ETE R E e o
Any opinions, findings, conclusions or recommendations expressed in this material/any event organised under this project do not reflect the views of the Government
of the Hong Kong Special Administrative Region or the Vetting Committee of the Professional Services Advancement Support Scheme.

Company Members
GRO %
& 2%
XX R
Aoy~ - ek \ th, ke d
ki T ey — mEmms @ sz
PR School o Scence and Technlogy

DNV-GL GREEN COUNCIL
=





